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ABSTRACT

This article deals with design and implementation of a database system for registration of
DNS and DHCP records. The records are classically edited as texts files. But this method
is somewhat complicated and chaotic for use in wide computer networks.

The system is designed to control the correctness of entered values and prevent double
counting in records. Another function of the system is the assignment of the access right
for administrators. All administrators are allowed to access only the assigned part of the
records. On the basis of the database content the system generates data files for DNS and
DHCP servers.

The system is controlled over the web interface, which is provided by the Apache server.
The Apache server must include support for the PHP scripting language. Data, which the
system governed, are stored in MySQL database server.

1. INTRODUCTION

When operating extensive computer networks, a large amount of domain names and DHCP
records must be administered. The records are usually saved in texts files, which are stored
in DNS and DHCP servers. For a larger amount of records this way is chaotic and incon-
venient. The designed database system is therefore used to simplify the administration of
the records.

Among the main functions of the system is generating of text files for DNS and DHCP
servers on the basis of the data entered in the system. When the data are entered, the sys-
tem checks the data content and handles collisions, which may arise. Only authorized ad-
ministrators are allowed access into the system, and can edit records in the assigned parts
of the network only.

2. SERVER

One of the fundamental requirements for the designed system was accessibility over the
web interface. This function is provided by the Apache HTTP web server
http://httpd.apache.org. As the Apache server alone can provide operation of static web
pages only, therefore the PHP module http://www.php.net was included into the Apache



server. This included module allows processing of the PHP scripting language, which pro-
vides required functionality of the system. As processing of scripts in the PHP language is
performed on the side of the server, the scripts become independent on the web browser
used by a client. Finally both programs are advantageously distributed under Open Source
license.

The data are stored in the MySQL database system http://www.mysql.com. For most ap-
plications this system is distributed free of charge. The company MySQL AB sets the price
according to the rule “if you distribute the software free of charge, we will do so as well, if
you sell the software, we will sell it to you, too”. Another advantage of the MySQL data-
base system is that is can easily co-operate with the PHP scripting language. Communica-
tion between the MySQL and the PHP is implemented using the SQL language (Structured
Query Language). The SQL language is considered to be the 4GL (Fourth Generation Lan-
guage). That is because it is not algorithmic as the majority of other programs. It only says
what is to be done, but not how to do it.

Fig. 1 shows the block diagram of the database system, with links between the individual
parts of the system.
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Figure 1: Processing of the dynamic web pages using the database.

. THE DESIGN OF THE SYSTEM

The design of the database system consists of several parts. The more important parts are
the design of the database model and the design of the program structure. These problems
are dealt with in the following chapters of this article.

3.1. THE DATABASE MODEL

The database model is the basis of the whole system. The model defines the way, in which
the data are stored in the database and how simple it will be to use them. The final database
model is shown in Fig. 2.

The first important table in the database model is the table Spravei, which is used for login
into the system. Another important table is Segmenty. In this table, the first login logged
administrator can create a segment of the network. To this segments can be further as-
signed computers which are placed in table Pocitace. The administrator can create new
administrators with lower authorization and assign them some segments. These new ad-
ministrators will be allowed to edit only a computer in the assigned segments. Assignment



of authorization can be done with the table Spravci_segmentu. The administrators with
the “root” authorization can edit all the segments in the system automatically.

Another table in the database is the table Zony. This table serves for definition of DNS
zones. Then there is the table DHCP, which contains a list of the DHCP servers. For these
servers lists of the computers are generated. The table DHCP contains only names of serv-
ers. The parameters of the servers are placed in tables DHCP_CMU and DHCP_ISC. The
last table in the database model is the table Texty. This table is used to store the text,
which is shown on the introductory page of the system. For example, its may be various
notices on the system operation.
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Figure 2: Database model of the system.

Note: The primary keys of all tables are marked with grey colour

3.2. PROGRAM

The design of the program structure is the most complicated part of the system. The main
problem constitutes editing of a large number of similar tables and at the same time simple
modification and expansion of the program. Those two requests are guaranteed only when
all parts of the program are unique. This access on the other side implicates increased
complexity of the program code.
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Figure 3: Development of program structure



In the course of the development of the system several variants of the program have been
tested. Fig. 3 gives an overview of the possible solutions for program building. Point a)
represents the approach which can be used for simple systems only. On the other hand,
point d) applies to very complicated systems. The designed system can be found midway
between these two limit points. More detailed explanation can be found in [1].

3.3. SECURITY OF THE SYSTEM

The implemented system contains a number of elements denying access to unauthorized
administrators. One of these elements is authorization control in processing of SQL query,
which protects the system from hackers who may attempt to send non-standard requests.
Another protection element is denies access to some pages of the system to administrators
with insufficient rights. Also it denies access to some directories on the server. To provide
complete security it is necessary to protect the server by encryption to prevent wiretap of a
password.

USE OF THE SYSTEM

The complete system and its varieties cannot be described within the scope of this article.
Therefore, several functions have been chosen. A complete description can be found in [1].
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Figure 1: a) [llustration table with a list of computers. b) Extended
table with a list of computers. ¢) Example of a window for editing records.

After the administrator logs in the system, a menu appears in left part of window, which
provides access to individual functions of the system. First of all, it is access to the tables
segments, computers and administrators. The number of shown options is also derived
from administrator’s authorization. For illustration, the table with the list of computers,
which is shown in Fig. 4 a) has been chosen. Except the basic allow some tables allow
switching to alternative representation. An example of alternative representation is shown



in Fig. 4 b). Above all tables, control elements are shown. These elements allow sorting of
the records and navigation in the tables. In the right side of the tables there are links for re-
cord modification. An example of modification and adding of records is in Fig. 4 ¢).

Besides the above described tables the first group of the menu also includes a link to detec-
tor of free space. This detector finds and shows, in the defined region, a part in which no
segments has not been created yet.

Another group of links in the menu serves for definition of direct and reverse DNS zones
and also for definition of a list of DHCP servers, which can distribute addresses to the
computers in the network. The last group in the menu serves for generating of data files for
the above defined servers.

5. CONCLUSIONS

The designed and implemented database system allows creation of a list of computers in a
network. On the basis of this list data files for the DNS and DHCP servers can be gener-
ated. Further the system allows management of a list of administrators. Each administrator
can get authorization for a part of network, or for the whole system. The administrator with
authorization for the whole system can edit segments in the network. To these segments he
can add new computers with a lot of descriptive information. Finally, he can add new ad-
ministrators and change their authorization and edit direct and reverse DNS zones and set-
tings for the DHCP servers. Administrators with low rights can edit only the list of com-
puters in the assigned part of the network.

More information about the system, with suggestions for its extending and improving is
given in [1].
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